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Introduction

▪ The term Environmental, Social and Governance (ESG) was coined in 2004 in a United Nations report
where several financial institutions developed recommendations on ESG investment [35]. Its three
pillars can be seen as measuring performance based on certain factors: (i) Environmental impacts: e.g.,
climate change and related risks. (ii) Social impacts: e.g., workplace health and safety. (iii) Corporate
governance: e.g., accountability and transparency.

▪ We propose an approach which identifies the environmental, social, and transparency risks and
suggest mitigating actions for each aspect of the ML modeling lifecycle. This approach aims to meet
the following criteria:

– Environmental pillar: Efficient, Environmentally-friendly ML.

– Social pillar: Secure, Fair, Unbiased, Robust ML.

– Governance pillar: Transparency, Accountability, Auditability, Compliance throughout the ML lifecycle.

▪ Report these impacts in the ESG model card, along with the actions employed to reach that result. Our
main contribution is thus to propose standardization in deploying safe ML by presenting a risk-based
approach and a reporting tool considering the ESG impacts.
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Data layer

• Fitted data size (E pillar):
• data ingestion, storage and processing require power draw → carbon 

emissions

• collecting data in excess

→ principles of proportionality and minimization

• Protected data area (S pillar):
• uncontrolled number of external data sources (e.g., pretrained models), 

data quality 

→ Know Your Data principle

• Transparent data flows (G pillar):
• IP, personal data (GDPR)

→ principles of proportionality, minimization and Know Your Data
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Model design layer

• Design rethinking (E pillar):
• Structural cost: set of observations, feature space

• Algorithmic cost: the model architecture, the learning 
algorithm and the hyperparameter optimization

→ principle of parsimony: reducing the hypothesis space 
(e.g., transfer learning) ,lightening the model structure 
(e.g., quantization), speeding up the optimization (e.g., 
cost-frugal optimization)

• Treatment for model’s Achilles’ heel (S pillar):
• lack of representativeness in the modeling data

• Sensitivity to adversarial attacks (white box, black box 
attacks)

• Scientific evidence (G pillar)
• EDA

• Local and global explainability methods (accuracy,  fidelity, 
stability, sparsity, consistency)

Explaining the data with Prototypes

▪ Steps:

▪ Input: number of prototypes

▪ Objective: minimize the discrepancy between the 
distributions of the data and selected prototypes

▪ Search strategy: find prototypes with simple greedy search

▪ Discrepancy measure: Squared Maximum Mean Discrepancy
(MMD2)

kernel 

‘similarity’ function

e.g.:RBF

k x, x′ = exp −γ 𝑥 − 𝑥′
2
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Model implementation layer

• Low-carbon code (E pillar):
 Code with redundancies, inadequate data structure and algorithm choice might generate bottlenecks

 Infrastructure dependencies

• Safe implementation (S pillar):
 Unsecured model implementation strategy (e.g., treatment of missing values)

 Third party package dependencies

• Reproducibility at every stage (G pillar):
 ML pipelines complexity, lack of seed for random number generators
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Model use and monitoring layer

• Ongoing monitoring (E pillar):
 Definition of key performance indicators and related 

thresholds (eg, carbon footprint at inference)

• Vulnerability monitoring (S pillar):
 Distribution shift monitoring (e.g., symmetrized KL Divergence)

 Model uncertainty (e.g., Non-Conformity Analysis)

• Trust but verify (G pillar):
 degree of decision automation (e.g., human in the loop, 

human on the loop)

▪ Uncertainty quantification (CP: LABEL method)

▪ Conformity score: 

1. Fit classification model ො𝑝𝑦 to the training 

2. Compute the conformity score for the m data 

points of the calibration dataset (𝑦𝑖 : true label): 

𝑠𝑖 = 1 − ො𝑝𝑦𝑖(𝑥𝑖)

3. Compute q = (1-alpha)(m+1)/m quantile of 

𝑠1, … , 𝑠𝑚, for target coverage 1-alpha (ex. 90%)

4. Compute the prediction set for each x in Test: 

C(x) ={ y|𝑠𝑖 = 1 − ො𝑝𝑦(𝑥) ≤ 𝑞 }

▪ Uncertainty explanation

Datasource: Credit (UCI)



Model card
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ESG model card

• Motivations behind the ESG model card:
 reporting the ESG net impacts of the ML lifecycle, along with the actions 

used to reach that outcome

 help to launch new initiatives and prompt model developers to build 
frugal, secure, and transparent ML systems

Mitchell, M., Wu, S., Zaldivar, A., Barnes, P., Vasserman, L., 
Hutchinson, B.,
Spitzer, E., Raji, I.D., Gebru, T.: Model cards for model reporting. 
In: Proceedings
of the Conference on Fairness, Accountability, and 
Transparency, FAT* 2019,
Atlanta, GA, USA, January 29-31, 2019. pp. 220–229. ACM 
(2019)



TOWARDS SAFE MACHINE LEARNING LIFECYCLES WITH ESG MODEL CARDS
│ C0│ 19.09.2023│ 10

ESG model Card example: Image classification
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Conclusion

• We presented a risk-based approach to standardize safe ML deployment.

• Several practical principles have been suggested: proportionality, parsimony or continuity.

• ESG model card for fairly reporting the model impacts and remediations across the ML lifecycle.

• Next steps: ESG MLOps tool to scale ESG principles


