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Introduction

• Increased use of AI in safety-critical applications

• Trustworthy and dependable AI/ML systems.

• Desired qualities of ML solutions

• Safety, reliability, robustness, explainability, transparency and security.

• Five categories of safety problems in AI [1]

• ML models are vulnerable to distributional shifts.

• Application of ML models must be supported with context information 
that they are designed for: Scope Compliance

Figure 1: Five categories of AI Safety ([1])

https://towardsdatascience.com/how-to-make-your-classifier-safe-46d55f39f1ad
https://arxiv.org/pdf/1606.06565.pdf
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• Challenge

• How to monitor scope compliance?

• Approach

• Using statistical distance measures to evaluate ‘how far’ from our trained 
context are we currently operating in.

• Benefits

• Maintain safe state by not trusting ML when out of intended context.

• Limitation

• Classification tasks, images and tabular data.

Figure 2: ECDF-based statistical distance measures ([2])

Introducing SafeML
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Introduction (Contd..)
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• Our two-fold approach

• Measure Statistical Distance Dissimilarity (SDD) across time series using ECDF-based distance measures.
• Estimate ML-system properties like reliability and robustness by taking SDD into account.
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Related Work
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Dataset Shift

• Definition: Dataset shift occurs when the joint distributions of training and test differs, i.e.  𝑃𝑃𝑡𝑡𝑟𝑟(𝑦𝑦,𝑥𝑥)  ≠𝑃𝑃𝑡𝑡𝑠𝑠𝑡𝑡(𝑦𝑦,𝑥𝑥) [3].  

• Types of shifts: Covariate shift, Prior Probability shift and Concept shift

• Limitation of existing methods

• Do not consider statistical distance measures.
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Reliability

• Reliability in dependable systems – Continuity of correct service [8]

• Measured using Mean Time Between Failures (MTBF)

• Lack of agreeable reliability definition in machine learning.

• Reliability in ML-model driven systems – Continuous service provision + Correctness of the ML model response

• Related to vital performance indicator of ML system such as accuracy/inaccuracy, availability, downtime etc. [9]
• Offers diagnostic information to decision makers.

• Model-agnostic and model-specific approaches for reliability measurement.

• Reliability estimates: 

• Distribution-based 
• Indicator-based (bounded between [0,1] or arbitrary range of values).
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Reliability

• Existing approaches

• Regression problems: Sensitivity analysis [10], local cross-validation [11], Confidence estimation on neighbors’ errors [12], bootstrapping [13], 
a ML-based approach [26].

• Classification problems: Reliability Assessment Model (RAM) [24].

• Drawback

• Effect of Statistical Distance Dissimilarity (SDD) not taken into consideration.
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Robustness

• Definition: Property to deliver acceptable behavior in the presence of invalid inputs or stressful environmental 
conditions [8, 25].

• Evaluating ML model’s robustness against different vulnerabilities

• Adversarial attacks:
• Adversarial robustness [16], Flip probability [23], TRADES [15]

• Distributional shift:
• Effective robustness [22], Relative accuracy [27], ECDF-based distance measures [17]

• Limitation

• Lack of use of SDD to account for robustness against dataset shift.
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Research Questions
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1. SDD-Accuracy Correlation- How does SDD relate to the performance of a model specifically for time series 
application?

2. SDD-based Reliability and Robustness- How can SDD be incorporated into the reliability and robustness measures 
of a model?
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Proposed Method
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• Focus on time series applications

• Proposed method

• Dynamic Time Warping (DTW) distance based K-means clustering amongst training set and hold-out set.
• Investigate behavior of performance with Statistical Distance Dissimilarity (SDD).
• Compute reliability and robustness by taking SDD into account.

• Proposed measures

• StaDRe: Statistical Distance based Reliability estimate
• StaDRo: Statistical Distance based Robustness

• StaDRe is an extension of CONFINE (Confidence estimation based on the Neighbors’ Errors) metric presented in 
work [12].

𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑁𝑁𝑁𝑁 = 1 −
1
𝑚𝑚
�
𝑖𝑖=1

𝑚𝑚

ε𝑖𝑖2



Internal

Proposed measures
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Reliability metric Robustness metric

𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆(𝑋𝑋∗,𝑃𝑃𝑚𝑚𝑚𝑚𝑚𝑚) =
𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇

𝑓𝑓(𝑋𝑋,𝑋𝑋∗)
𝑑𝑑𝑃𝑃𝑚𝑚𝑚𝑚𝑚𝑚

<= 1

𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹
𝑓𝑓(𝑋𝑋,𝑋𝑋∗)
𝑑𝑑𝑃𝑃𝑚𝑚𝑚𝑚𝑚𝑚

> 1
𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆(𝑋𝑋∗) =

2 − 1
𝑚𝑚∑𝑖𝑖=1𝑚𝑚 ε𝑖𝑖2 − 𝑓𝑓(𝑐𝑐,𝑋𝑋∗)

𝑓𝑓(𝑐𝑐,𝑂𝑂)
2

𝒇𝒇: ECDF-based distance measure; εi: Error of neighbor i
; X*: Data instance;  m: Nearest neighbors; c: cluster 
center; O: Origin/Reference

𝒇𝒇: ECDF-based distance measure; X*: Data instance;  
Pmin : Minimum required Performance (or Maximum Error); 
dPmin: SDD at Pmin



Internal

Experiments
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Application – Stock Price Prediction (financial-critical)

• Datasets

• Stock’s closing price data of several companies.
• Data acquisition: National Stock Exchange (NSE) library and Yahoo Finance.
• The datasets that did not exhibit substantial drift between training and hold-out set were excluded.
• Datasets were checked for missing values (if any) and cleaned before data preparation. 

• Implementation

• Forecasting models: LSTM [19] and GRU [21]
• Training set: 80% ; hold-out set: 20%
• One-step ahead prediction with window size tuned differently for each dataset.
• All the data is normalized between -1 and 1.
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Experiments (Contd.)
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• Clustering and StaDRe

• DTW based K-Means clustering was used to find nearest neighbors for time series data.
• For MSE, value of 𝑚𝑚 is equal to size of smallest cluster 𝑐𝑐′. 
• A random sampling for selecting 𝑚𝑚 neighbors is applied when the assigned cluster 𝑐𝑐 is not 𝑐𝑐′.
• Origin is a reference time series of all 0s with same shape as c.

• StaDRo

• Holdout set Y is divided into several subsets Y* ⊂ Y of length l.
• The relationship between dataset SDD and the forecasting model’s performance is derived by fitting a polynomial curve of degree 2.
• Value of minimum performance is chosen based on specific requirement for each dataset.
• 𝑑𝑑𝑃𝑃𝑚𝑚𝑚𝑚𝑚𝑚 is computed by solving for roots of polynomial equations.
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Results
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Wasserstein Distance

Performance vs. Statistical Distance Dissimilarity
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Results (Cont . . . )
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Performance vs. StaDRe (Wasserstein Distance)
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StaDRo for Google and JP Morgan data



Internal

Conclusion and Future scope
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• SafeML support for SDD-based compliance assessment of ML models for time series applications.

• Inverse correlation between performance and SDD.

• Effective metrics (StaDRe and StaDRo) for runtime monitoring of reliability and robustness.

• Future Works

• Safety-critical application such as ECG-monitoring.
• Application on Multivariate time series and Vision use case.
• StaDRo for adversarial examples.
• Foundation for enhancing explainability and interpretability of ML models for time series applications.

https://github.com/n-akram/TimeSeriesSafeML
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Appendix
DTW-based K-Means clustering

Algorithm : DTW based K-means clustering
Result: Clusters
𝑋𝑋 = GetTrainingSet();
_ , _ , Silhouette_score = GetDTWBasedClusters(X, 2);
Repeat;
for ClusterNumber in range(min, max, step) do

cluster, centroid, Score = GetDTWBasedClusters (𝑋𝑋, ClusterNumber);
plot(clusters, centroids);
if ManualCheckOfClusters(clusters, centroids) then

Silhouette_score = Score;
break;

else if Silhouette_score != Score then
Silhouette_score = Score;

end
return Clusters
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Clustering example for Reliance stock price data
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Appendix
Dataset and Implementation details

Characteristic
Dataset

Reliance Google Airtel JP Morgan MRF

Start date 
(dd.mm.yyyy) 

04.01.2010 03.01.2005 04.01.2010 02.01.2003 03.01.2005

No. of Data points 2895 4300 3008 4803 4214

Window size 20 50 20 20 20

Number of clusters 7 5 6 5 5

LSTM
(# layers; hidden size)

2; 32 2; 40 2; 32 2; 64 2; 32

GRU
(# layers; hidden size)

2; 32
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