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€@ ntroduction

 Neural networks are broadly applied to solve various problems
 Application of neural networks on Safety-Critical Systems: aviation, autonomous trains and cars

 The need of verifying neural networks models!

From Panda to Gibbon

Stop vs 45 mph (72km/h)
Source: Robust Physical-World Attacks on Deep Learning Visual Classification, Eykholt et al,
2018
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 Connected layers via weighted edges
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U Connected layers via weighted edges
O Calculation of the output by propagating the values through layers
O The performance of the network is (generally) determine by its accuracy

number correct prediction (Y correct)
total number of predection

O accuracy =

 Based on a test data (test set)

] Does not cover all cases
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Safety-critical systems

O The accuracy is not enough

[ Need for verification & certification

Safety-c
ritical
systems
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EN\eural Networks Verification

Definition

For a NN N: R®™ — R™, a general way to define a verification problem of NN is:

Vx € R", pre(x) = post(N(x))
pre: Constraints on the inputs
post: Constraints on the outputs
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NN-Verification: Under a set of ~ N\ X
conditions on the inputs, we want

to check whether the corresponding
outputs are also within the safe X3

region that is defined by the set of D "
constraints post g 2>

y3

N
A4
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€N\ ecural Networks Verification

Properties

_Propertes _
e
| Modsl__

Modelling

! Verification
(encoding)

r—_—_—_—_
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eural Networks Verification

Approaches

L. Pulina and T. Armando "An
abstraction-refinement approach to
verification of artificial neural networks”. In
CAV 2010.

G. Katz et al. “Reluplex: An efficient
SMTsolver for verifying deep neural

T. Gehr et al. “Al2: Safety and Robustness
Certification of Neural Networks with
Abstract Interpretation”. In S&P 2018.

J. Li et al. “Analyzing Deep Neural Networks
with Symbolic Propagation: Towards Higher
Precision and Faster Verification”. In SAS
2019.

SAT/SMT-base
d

Abstract
Interpretation
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LP/MILP
based
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eural Networks Verification

Challenges

* Formal specification: there are some NN properties we do not know how to express,
formally

* Scalability: the existing verification methods do not scale to large networks
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€N\ ecural Networks Verification

Properties

_Propertes _
e
| Modsl__

Modelling

! Verification
(encoding)
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eural Networks Verification

Model reduction
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€N\ ecural Networks Model-Reduction

For Relu-NN For Relu-NN

4 categories: positive, negative, increasing Change NN to INN
and deacreasing Pra b ha ka r Interval hull of the incoming and the outgoing
Abstract neurons belonging to the same E I bOher Et

i al. 2020

weights

and Afzal
2019

Ashok et

For Relu-NN d I . D. Shriver et al. "Refactoring neural
Classification of neurons: k-mean clustering networks for verification®, arXiv 2019.
Replace each cluster of neurons by its 2020 M. Sotoudeh and A. V. Thakur. Abstract
representative neural networks. In SAS 2020
P. Prabhakar. "Bisimulations for Neural
Network Reduction®. In VMCAI 2022.
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anterval weight-based abstraction for NN

Contribution
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anterval weight-based abstraction for NN

Contribution

; W1 W
* Model reduction method for Re/u-NN and Tanh- S1 - "\ S4
NN :

* S1,52,83and s, have the same activation
function (either Relu or Tanh)

e Can abstractall nodes of a hidden layer into N(X)xep,

one abstract node

. Ensuie the over-approximation: N € N
e NEP=>NEP
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anterval weight-based abstraction for NN

Contribution

ﬁ Wy = |c| + |d| ﬁ
.(Sz\. c
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anterval weight-based abstraction for NN

Contribution
ﬁ Wy = |c| + |d| ﬁ
( s2
{ 53 .
Wy = [Wlpﬁ’lf]
. W’l = min{sign(c) X a,sign(d) X b}
« W}l = max{sign(c) X a,sign(d) X b}
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anterval weight-based abstraction for NN

Contribution
Relu-NN ﬁ w, = |c| + |d| ﬁ
( sz
( S3 .
\ S/

Wy = [‘7‘\’11‘7"1‘]
u « W}l = max{sign(c) x a,sign(d) X b} u

. if ((sign(a) = sign(c) Asign(b) =
sign(d))):
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anterval weight-based abstraction for NN
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Contribution
~1 : g :
Wy = 1rgjlsnn{Slgn(c]-) X ay,stgn(d;) X by}
W;(l — {IS]]C;)TCL{Slgn(C]) X ak,sign(d]-) X bk}

=
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anterval weight-based abstraction for NN

Results

ACAS Xu : Airborne Collision Avoidance System for Unmanned Aircraft

ot

0

06/09/2022

* 45 Relu-NNs
Q 7 Inputs:
¥ 4 * Distance
Mo v\% « Speed of the ownship
* Speed of the intruder
3 g g Intmder * Angle to intruder relative to ownship headin

* Heading angle to intruder relative to ownsh
* Time until loss of vertical separation

U * Previous advisory

[205, 400]

> 1000

[700, 800]

[0.2, 0.4]

[-3.14, -3.14 + 0.05]
coc

[ 5 outputs (horizontal advisories):

1

*  Weak Right

Strong Right

* Strong Right

* Strong Left

*  Weak Left

* Clear of Conflict
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Upper output range

Results

nterval weight-based abstraction for NN

@ Over 50 runs:
@ The abstraction time
@O The IBP Computation time

0 The average of the outputs

1e9 Average of output range
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GConcIusion

d A NN reduction method for the sake of enhancing the efficiency of various analysis
operations (verification)

d The proposed method considers feed-forward Re/u-NNs and Tanh-NNs

L Application on the ACAS Xu benchmark

Future works

= Apply the proposed method on other benchmark problems
= Extend the approach to support more activation functions

= Add heuristics for nodes selections
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