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Introduction
❑ Neural networks are broadly applied to solve various problems 

❑ Application of neural networks on Safety-Critical Systems: aviation, autonomous trains and cars 

❑ The need of verifying neural networks models! 

Stop vs 45 mph (72km/h)
Source: Robust Physical-World Attacks on Deep Learning Visual Classification, Eykholt et al, 
2018

1

From Panda to Gibbon



06/09/2022 WAISE 2022: Interval weight-based abstraction for neural network verification 5

Neural Networks
❑ Connected layers via weighted edges 

❑ Calculation of the output by propagating the values through layers 

2

 



06/09/2022 WAISE 2022: Interval weight-based abstraction for neural network verification 6

Neural Networks
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Safety-critical systems
❑ The accuracy is not enough 

❑ Need for verification & certification

Safety-c
ritical 

systems
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Neural Networks Verification 

 

Definition
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Neural Networks Verification 3

Modelling 
(encoding)

Properties

Model

Verification
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Neural Networks Verification 
Approaches

3

SAT/SMT-base
d

LP/MILP 
based

Abstract 
Interpretation
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Neural Networks Verification 

• Formal specification: there are some NN properties we do not know how to express, 
formally

• Scalability: the existing verification methods do not scale to large networks

Challenges 

 

  

  

    

3



06/09/2022 WAISE 2022: Interval weight-based abstraction for neural network verification 12

Neural Networks Verification 3

Modelling 
(encoding)

Properties

Model

Verification
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Neural Networks Verification 3

Modelling 
(encoding)

Properties

Model

Verification

Model-
reduction

Model reduction
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Neural Networks Model-Reduction 3

Elboher et 
al. 2020

Prabhakar 
and Afzal 

2019

Ashok et 
al. 

2020
Others

- For Relu-NN
- 4 categories: positive, negative, increasing 

and deacreasing
- Abstract neurons belonging to the same 

category

- For Relu-NN
- Change NN to INN
-  Interval hull of the incoming and the outgoing 

weights

- For Relu-NN
- Classification of neurons: k-mean clustering
- Replace each cluster of neurons by its 

representative 

- D. Shriver et al. "Refactoring neural 
networks for verification“, arXiv 2019.

-  M. Sotoudeh and A. V. Thakur. Abstract 
neural networks. In SAS 2020

- P. Prabhakar. "Bisimulations for Neural 
Network Reduction“. In VMCAI 2022.
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Interval weight-based abstraction for NN4
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Interval weight-based abstraction for NN4
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Interval weight-based abstraction for NN4
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Interval weight-based abstraction for NN4
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Interval weight-based abstraction for NN4
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Interval weight-based abstraction for NN
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❑ 7 Inputs: 

• Distance
• Speed of the ownship 
• Speed of the intruder
• Angle to intruder relative to ownship heading direction
• Heading angle to intruder relative to ownship heading direction
• Time until loss of vertical separation 

• Previous advisory 

ACAS Xu : Airborne Collision Avoidance System for Unmanned Aircraft

• 45 Relu-NNs

4

Results 

❑ 5 outputs (horizontal advisories): 

• Weak Right
• Strong Right
• Strong Left
• Weak Left
• Clear of Conflict

Interval weight-based abstraction for NN

 

• Strong Right
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4

Results 

❑ Over 50 runs: 

❑ The abstraction time 

❑ The IBP Computation time

❑ The average of the outputs 

Interval weight-based abstraction for NN
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Conclusion5

❑ A NN reduction method for the sake of enhancing the efficiency of various analysis 

operations (verification)

❑ The proposed method considers feed-forward Relu-NNs and Tanh-NNs

❑ Application on the ACAS Xu benchmark 

Future works

▪ Apply the proposed method on other benchmark problems

▪ Extend the approach to support more activation functions

▪ Add heuristics for nodes selections 
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